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Network Security System Based on the
Constant Monitoring of Traffic
— Designing and Implementation of the DTI Hub —

Yosuke TOMIDA* , Haruhiko SHIRAT** , Josuke KUROIWA*"*
Tomohiro ODAKA* and Hisakazu OGURA***

(Received January 31, 2008)

We propose a network security system that separates the machine that causes abnormality. We
developed the Dynamic Traffic Inspection (DTI) hub that autonomously cut off the machine emilting
abnormality from the network. Firewall and Intrusion Delection System (IDS) that the exisl as de-
fense methods are not suitable for defense of (he attack from the inside on the network. We designed
the DTI hub that intend to prevent the attack from the inside on the network. The attack that cannot
be prevented by firewall and IDS can be prevented by using the DTI hub. We experimented the
performance of the DTI hub about some network attacks. As a result, we confirmed the availability
of the DTI hub. The security of the network is expected to improve by combining the DTI hub with

" firewall and IDS that exist as defense methods.
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