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Today, any information which is available on the internet is often used to attack servers by

attackers. DNS is one of the information sources which are used by them.

We propose a new possibility of guessing open ports from only the subdomain name. Subdomain

name is a name for hosts, often named after the service running on them. It potentially means the

name contains the information about running services which can help attackers to know how to

intrude into the target server before sending out any packets to it.

In this paper, we examined the possibility with statistical data and machine learning. We used

fastText as machine learning model to learn linguistic relations between subdomain name and open

ports.

As a result, we find it possible to guess open ports from subdomain name by using machine

learning.
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